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			Setting message flood thresholds

A message flood occurs when a single subscriber sends a volume of messages that exceeds the flood threshold you set. The threshold defines the maximum number of messages allowed, the period during which the subscriber sent messages are considered, and the length of time the sender is restricted from sending messages after a flood is detected.

If a subscriber exceeds the message flood threshold and is blocked from sending more messages, any further attempts to send messages will re-start the block period. You must also enable logging for MMS Scanning > Bulk Messages in the Logging section of the MMS protection profile.

A subscriber is still able to receive messages while they are blocked from sending mes- sages.

 

Example

For example, for the first threshold you may determine that any subscriber who sends more than 100 MM1 messages in an hour (60 minutes) will have all messages blocked for half an hour (30 minutes).

Using this example, if the subscriber exceeds the flood threshold, they are blocked from sending message for 30 minutes. If the subscriber tries to send any message after 15 minutes, the message will be blocked and the block period will be reset again to 30 minutes. The block period must expire with no attempts to send a message. Only then will the subscriber be allowed to send more messages.

 

To configure MM1 message flood threshold – web-based manager

1. Go to Security Profiles > MMS Profile.

2. Select Create New.

3. Enter MM1 flood for Profile Name.

4. Expand MMS Bulk Email Filtering Detection.

5. Enter the following information, and select OK.

 

MM1 (first column)

Enable                                        Enable

Message Flood Window          60 minutes

Message Flood Limit               100

Message Flood Block Time     30 minutes

Message Flood Action             Block

 

To configure MM1 message flood threshold – CLI

config firewall mms-profile edit profile_name

config flood mm1

set status1 enable set window1 60

set limit1 100

set action1 block set block-time1 30

end end

The threshold values that you set for your network will depend on factors such as how busy your network is and the kinds of problems that your network and your subscribers encounter. For example, if your network is not too busy you may want to set message flood thresholds relatively high so that only an exceptional situation will exceed a flood threshold. Then you can use log messages and archived MMS messages to determine what caused the flood.

If your subscribers are experiencing problems with viruses that send excessive amounts of messages, you may want to set thresholds lower and enable blocking to catch problems as quickly as possible and block access to keep the problem from spreading.

 

Flood actions

When the Carrier-enabled FortiGate unit detects a message flood, it can take any combination of the five actions that you can configure for the flood threshold. For detailed options, see Message Flood.



Having trouble configuring your Fortinet hardware or have some questions you need answered? Check Out The Fortinet Guru Youtube Channel! Want someone else to deal with it for you? Get some consulting from Fortinet GURU!

			

		

		
		
			This entry was posted in FortiOS 5.4 Handbook and tagged administration handbook and fortios datasheet, download fortios handbook, download fortios handbook 5.0, fortigate fortios 5.0 handbook, fortigate fortios handbook, fortios handbook 5.4, fortios handbook 52 pdf, fortios handbook best practices, fortios handbook cli reference for fortios 4.3, fortios handbook download on July 12, 2016 by Mike.								
	
			
				Post navigation

				

				Newer posts →

			
			
		
		

	


			
			Straight From The GURU
	Get Consulting
	Before and Afters
	Businesss Suggestions
	Buy Fortinet Hardware
	Consulting Stories
	Fortinet GURU
	FortinetGURU Videos
	How To
	Network Photos
	Personal Network
	Questions
	Tips and Tricks


Fortinet Documentation
	Administration Guides
	FortiAnalyzer
	FortiAP
	FortiAuthenticator
	FortiBalancer
	FortiBridge
	FortiCache
	FortiCamera
	FortiCarrier
	FortiClient
	FortiCloud
	FortiConverter
	FortiCore
	FortiExplorer
	FortiExtender
	FortiGate
	FortiGuard
	FortiGuard News
	FortiHypervisor
	FortiMail
	FortiManager
	Fortinet
	Fortinet Datasheets
	Fortinet Videos
	FortiOS
	FortiOS 5.2 Best Practices
	FortiOS 5.4 Best Practices
	FortiOS 5.4 Handbook
	FortiOS 5.6
	FortiPlanner
	FortiPresence
	FortiRecorder
	FortiSandbox
	FortiSIEM
	FortiSwitch
	FortiToken
	FortiView
	Fortivoice
	FortiWAN
	FortiWeb
	Product Info
	Release Notes
	Third Party Reports
	Vulnerabilities


Important Links
	FortinetGuru @ Youtube
	Packet Llama YouTube
	Office of The CISO YouTube
	Packet Llama Blog


		

		

	
		

		

	








