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Overview

This document is design to be a quick start walk-though in setting up a virtual Fortinet device utilizing the
AWS services. We will start out reviewing some of the AWS concepts.

Amazon Virtual Private Cloud (Amazon VPC)

Amazon VPC lets you provision a logically isolated section of the Amazon Web Services (AWS) Cloud where
you can launch AWS resources in a virtual network that you define. You have complete control over your
virtual networking environment, including selection of your own IP address range, creation of subnets, and
configuration of route tables and network gateways. You can also create a Hardware Virtual Private Network
(VPN) connection between your corporate datacenter and your VPC and leverage the AWS cloud as an

extension of your corporate datacenter.

You can easily customize the network configuration for your Amazon VPC. For example, you can create a
public-facing subnet for your web servers that have access to the Internet, and place your backend systems
such as databases or application servers in a private-facing subnet with no Internet access. You can leverage
multiple layers of security, including security groups and network access control lists, to help control access to

Amazon EC2 instances in each subnet.
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Figure 1
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Components of Amazon VPC

Amazon VPC is comprised of a variety of objects that will be familiar to customers with existing networks:

e AVirtual Private Cloud (VPC): a logically isolated virtual network in the AWS cloud. You define a
VPC’s IP address space from a range you select.

e Subnet: a segment of a VPC’s IP address range where you can place groups of isolated resources.

e Internet Gateway: the Amazon VPC side of a connection to the public Internet.

e NAT Instance: An EC2 instance that provides Port Address Translation for non-EIP instances to
access the Internet via the Internet Gateway.

e Hardware VPN Connection: a hardware-based VPN connection between your Amazon VPC and
your datacenter, home network, or co-location facility.

e Virtual Private Gateway: the Amazon VPC side of a VPN Connection.

e Customer Gateway: Your side of a VPN Connection.

e Router: Routers interconnect Subnets and direct traffic between Internet Gateways, Virtual Private
Gateways, NAT instances and Subnets.

e Peering Connection: A peering connection enables you to route traffic via private IP addresses

between two peered VPCs.

How doinstancesin a VPC access the Internet?
Elastic IP addresses (EIPs) give instances in the VPC the ability to both directly communicate outbound to

the Internet and to receive unsolicited inbound traffic from the Internet (e.g., web servers)

How doinstances without EIPs access the Internet?e

Instances without EIPs can access the Internet in one of two ways:

Instances without EIPs can route their traffic through a NAT instance to access the Internet. These instances
use the EIP of the NAT instance to traverse the Internet. The NAT instance allows outbound
communication but doesn’t enable machines on the Internet to initiate a connection to the privately

addressed machines using NAT, and

For VPCs with a Hardware VPN connection, instances can route their Internet traffic down the Virtual
Private Gateway to your existing datacenter. From there, it can access the Internet via your existing egress

points and network security/monitoring devices.
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Network Information

Figure #2 the default network design for a Public and Private VPC. We will be replacing much of the Router
functionality with the FortiGate as pictured in figure 1.

e VPC Subnet—10.0.0.0/16
e Public Subnet - 10.0.0.0/24
e DPrivate Subnet—10.0.1.0/24

—t ——————— — — — — — — — R Custom Route Table
™y Destination Target
198.91.100J1 (EP) 10.0.0.5 | —
198.51.10002 (EfP) 10.0.0.6 10.0.0.0/16 local
198.51.100,3 (EIP) 10.0.0.7 . P ~ 0.0.0.0/0 g
ECZ Instances e
Subnet 1
10.0.0.0/24 )

10.0.1.6 Ir Main Route Table
10,0017 .

- Destination Target
EC2 Instances I

Subneat 2 10.0.0.0/16 local
10.0.1.0/24

VPC 1
10.0.0.0/16

L Region

Figure 2 — Default Public | Private 1 PC design
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https://cms.myfortinet.com/share/page/site/SETrainingResources/dashboard

Basic AWS Network Setup

Step 1 — Setting up your AWS account

You will need to provide billing information to setup an AWS

For more information
on AWS check out the
getting started guide.
Click here

4

account. Once you have completed the basic account setup you will be presented with the AWS console.
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http://docs.aws.amazon.com/gettingstarted/latest/awsgsg-intro/gsg-aws-intro.html

Step 2 — Create a Virtual Private Cloud (VPC)

To allow VM instances access to more than one interface you need to create a VPC (virtual private cloud).

You need to change dashboards to VPC and for our purpose start the VPC wizard.

eno0o

< C i O hups://console.aws.amazon.com/vpe/homeregion=us-west-2

i Apps [ Popular

L0 VPC Management Console x

(] Personal [l Fortimet

ng Services -

| VPC Dashboard
Filter by VPC:

[ Nome

Virtual Private

Cloud

Your VPCs

Subnets

Route Tabies
Internet Gateways
DHCP Options Sets
Elastic IPs

Peering Connections

Security
Network ACLs

Security Groups

VPN Connections
Customer Gateways
Virtual Private Gateways

VPN Connections

Resources ©

Start VPC Wizard

Note: Your Instances will launch in the US West {Oregon) regon

Launch EC2 Instances

You are using the following Amazon VPC resources in the US West

(Oregon) region:
1VPC

3 Subnets

0 Network ACLs
1 Security Group

0 VPC Peering Connections

0 VPN Connections

VPN Connections

Amazon VPC enables you to use your own isolated resources within

0 Internet Gateways

0 Route Tables

0 Elastic IPs

0 Running Instances

0 Customer Gateways

0 Virtual Private Gateways

the AWS cloud, and then connect those resowrces directly to your
own datacenter using industry-standard encrypted IPsec VPN

connections.
VPN Connections Customer Gateways VPCID  Status
You do not have any VPNs.
Create VPN Connection
Service Health
Current Status Details
& Amazon VPC - US West (Oregon)  Service is operating normally

& Amazon EC2 - US West (Oregen)

Service is operating normafy

It is important to note that like most multi-tenant environments AWS
reserves the first 5 IP address of each network that is created for its own
router / firewall and DHCP / DNS servers.
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Step 2.1- VPC Wizard

This next section is a visual walk-through of the VPC wizard. Select the Public and Private subnet option.

Justin L Wireman ~

Step 1: Select a VPC Configuration

VPC with a Single Public
Subnet

VPC with Public and
Private Subnets

VPC with Public and
Private Subnets and
Hardware VPN Access

VPC with a Private Subnet
Only and Hardware VPN
Access

In addion 10 contaning a pUbEC subnet, this configuration adds a private
subnet whose instances &o Nt adk able from the | Instances in the
private subnet can establish outbound connections o the intermet via the public
subeet using Network Adcress Tranalation (NAT).

Creates:

A 716 network with two /24 subnets. Public subnet instances use Elastic IPs 10 access
the Intermet. Private subnet instances access the Intermet via a Network Address
Trarsiation (NAT) ins2ancs in the Dudic Subnet. Houry charges for NAT instancn
coly)

&3 r[""—“w}

Amazon Vetual Private Qoud
Provate Sutret

-

Figure 5 - 1VPC Wizard

One item to double check on step 2 of the VPC wizard is to make sure that both subnets are in the sazze

availability gone. Please see the Appendix for more information on availability zones.

Step 2: VPG with Public and Private Subnats
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Once you have verified the network setting, click create VPC and you will see the screen below.

Running NAT instance (This may take a
few minutes),.. e

Fignre 7 - 1VPC Wizard

When the VPC setup has been completed you can review subnet and routing information on the VPC
Dashboard. More on this later in the guide, as you will need to alter settings to route traffic through the
FortiGate.

Services v Justin L Wireman + Oregon +  Help v

VPC Dashboard . Delete Subnet | | Modify Auto-Assign Public IP o & e
Filter by VPC:

wpc-daaforbf (10.0.0.0/. ¢ \Q Search Subnets and their propertie X | 1< < 1to2of 2 Subnets = |

Virtual Private () || Name + SubnetId - st - wee - cor

Cloud || Public subnet subnet-81a571e4 available vpe-dadfb7bf (10.0.0.0/18) ... 10.0.0.0/24

Your VPCs I:I Private subnet subnet-86a571e3 available vpc-dadfbrbf (10.0.0.0/16) | ...  10.0.1.0/24
Subnets

Route Tables

Internet Gateways

DHCP Options Sets

Elastic IPs

Peering Connections

Figure 8

FORTIGATE AWS SE DEPLOYM ENT GUIDE - AUGUST 2014 10



FortiGate Provisioning

Step 3 — EC2 Launching virtual machines

Change dashboards to the EC2 dashboard. For time sake it is normally faster to get the VM provisioning

started while setting up the network. Click Launch Instance on this screen.

Figure 9 - EC2 Dashboard

2] Services v

EC2 Dashboard
Events

Tags

Reports

Limits

Instances
Spot Requests
Reserved Instances

AMis
Bundie Tasks

s BLOCK STOAR

Volumes
Snapshots

Security Groups
Elastic IPs
Placement Groups
Load Balancers

Key Pairs
Network Interfaces

Launch Configurations

Auto Scaling Groups

Resources (£

You are using the following Amazon EC2 resources in the US West (Oregon) region:

1 Running Instance 1 Elastic IP

1 Volume 0 Snapshots

0 Key Pairs 0 Load Balancers

0 Ptacement Groups 2 Security Groups

( 1
‘ @ View AWS Trusted Advisor to optimize EC2, Hide |

Create Instance

To stant using Amazon EC2 you will want to launch a virtual server, known as an Amazon EC2 instance.

Launch instance

Note: Your instances will launch in the US Waest {Oregon) region

Service Health ™ Scheduled Events ¢
Service Status: US West (Oregon):
@ US West (Oregon): No events

This service Is operating normaly
Avallability Zone Status:

us-west-2a:
Avalabity zone is operating normaly

us-weast-2b:
Avaiabiity zone is operating normally

us-west-2¢:
Avadabiity zone is operating normaky

Service Health Dashboard
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Step 3.1- Choosing an AMI

Services v Justin L Wireman ~ Oregon v  Help v

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4, Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Cancel and Exit

Step 1: Choose an Amazon Machine Image (AMI)
An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI
provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMis.

uersian 1105 of 5 Products
Q, Fortinet X
My AMIs
AWS Marketplace FZIATINET  FortiGate-VM

e de# (2)| w5.0.5 | Sold by Fortinet Inc.
Community AMIs Bring Your Own License + AWS usage foes
Linux/Unix, Other v5.0.5 | 84-bit Amazon Machine Image (AM|) | Updated: 3/3/14

¥ Categories FortiGate virtual appliances allow you to mitigate blind spots and improve policy compliance by implementing
critical security controls within your virtual infrastructure ...
LA More info
Software Infrastructure (5)
¥ Operating System + Fortinet ForuAnaIyzer-VI\.I
s dedede ke (0)| v5.0.4 | Sold by Fortinet Ine
Clear Filter Bring Your Own License + AWS usage fees

Linux/Unix, Other v5.0.4 | 84-bit Amazon Machine Image (AMI) | Updated: 11/10/13
¥ All Linux/Unix \ g (AMI) | Up

[ Other Linux (5) FortiAnalyzer Network Security Logging, Analysis, and Reperting Appliances securely aggregate log data from

Fortinet Security Appliances. A comprehensive suite of easily ...

¥ Software Pricing Plans More infa

() Hourly (1)

«  Fortinet FortiManager-VM -
[CJAnnual (1) Select

- ) ek (0)] v5.0.4 | Sold by Fortinet Inc.

[ Bring Your Own License

Ed) Bring Your Own License + AWS usage fees
Linux/Unix, Other v5.0.4 | 64-bit Amazon Machine Image (AMI) | Updated: 11/10/13

¥ Region FortiManager Security Management appliances allow you to centrally manage any number of Fortinet Network

@ Gurrent Region (5) Security devices, from several to thousands, including FortiGate, ...

[JAll Regions (5) Mere info

et s P amaroL wmE  ——————————"

Figure 10 - AMI Wizard

For this guide we have chosen the Bring your Own License version of the FortiGate VM.

FortiGate-VM

=:RTINET. Forticate-vm Pricing Details

FortiGate virtual appliances allow you to mitigate  Bring Your Own License (BYOL)
blind spots and improve policy compliance by
implementing critical security controls within your
virtual infrastructure. FortiGate virtual appliances
include all chtheGsecurilz and ‘networking services Instance Type Total
common to ForiGate physical appliances, givin
you the freedom to deploy!:a centrally mana.geg ’ C3 Large : $0.106(hr
C3 Extra Large . $0.21/hr

More info
C3 Double Extra Large . $0.42/hr
M3 Double Extra Large . . $0.56/hr

Hourly Fees

Learn more on AWS Marketplace

Product Details M3 Large . $0.14/hr
M3 Extra Large . $0.28/hr
M3 Medium . $0.07/hr

Sold by Fortinet Inc.
Customer Rating ### %% (2)

Latest Version v5.0.5
. . EBS Storage Fees
Base Operating System Linux/Unix, Other v6.0.5 $0.10 / GB / Month for Standard EBS Storage

Delivery Method 64-bit Amazon Machine Image (AMI)

License Agreement End User License Agreement You will not be charged until you launch this instance.

Fignre 11
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Step 3.2 — Instance type

Choose the instance type that matches the license. For this example I have a 1 vCPU license file.

Services v Justin L Wireman ~ Oregon ~  Help ~

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 2: Choose an Instance Type

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations
of CPU, memory, storage, and networking capacity, and give you the flexibility to choose the appropriate mix of resources for your applications. Learn more about instance types and
how they can meet your computing needs.

Filterby:  All instance types Current generation ¥  Show/Hide Columns

Currently selected: m3.medium (3 ECUs, 1 vCPUs, 2.5 GHz, Intel Xeon E5-2670v2, 3.75 GiB memory, 1 x 4 GiB Storage Capacity)

Mote: The vendor recommends using a m3.xlarge instance (or larger) for the best experience with this product.

Family - Type ~ vCPUs (i) ~  Memory (GiB) b St‘lmge el TV:E:T:"T;? B i P:;orma"m
@ Emen 1 1 EBS only - Low to Moderate
(/] t2.small 1 2 EBS only - Low to Moderate
7/} t2.medium 2 4 EBS only = Low to Moderate
o m3.medium 1 aLota 1 x4 (SSD) - Moderate
m3.large 2 75 1 x 32 (S8D) - Moderate
m3.xlarge 4 15 2 x 40 (SSD) Yes High
m3.2xlarge 8 30 2 x B0 (S8D) Yes High
Compute optimized c3.large 2 3.75 2 x 16 (SSD) - Moderate
Compute optimized c3.xlarge 4 75 2 x40 (S8D) Yes Moderate
Compute optimized c3.2xlarge B 15 2 x 80 (SSD) Yes High

Cancel Previous | Heview and Launch Next: Configure Instance Details

FORTIGATE AWS SE DEPLOYM ENT GUIDE - AUGUST 2014 13



Step 3.3 — Instance Details

In this step you will choose the public subnet, assign IP addresses, and add the ethl interface (private subnet).

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4., Add Storage 5. Tag Instance 6. Configure Security Group
Step 3: Configure Instance Details
Number of instances (i) 1
Purchasing option (i) Request Spot Instances
Network (i) | wpe-dadfo7bf (10.0.0.0/16) | FartiVPC :| | C Create new VPC
Subnet -:D [ subnet-81a57 1e4{10.0.0.0/24) | Public subnet | us-west-2 + ] Create new subnet
250 IP Addresses available
Auto-assign Public IP (i) Disable
IAM role (i) [ None &)
Shutdown behavior (i) | stop :
Enable termination protection (i) [ Protect against accidental termination
Monitoring (i) [JEnable CloudWatch detailed monitoring
Additional charges apply.
Tenancy -:i:- | Shared tenancy (multi-tenant hardware) o]
Additional charges will apply for dedicated tenancy.
v Network interfaces
Device = Network Interface Subnet Primary IP Secondary IP addresses
eth0 | New network interface % | subnet-81a57led 10.0.0.5 Add IP
ethl | Mew network interface  # | | subnet-86a57le3 :|  10.0.15 Add IP

FORTIGATE AWS SE DEPLOYM ENT GUIDE - AUGUST 2014
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Step 3.4 — Instance Storage

If you are configuring this for demonstration purposes, you can change the highlighted storage size to create

a larger disk size for logging / reporting.

T} Services -~

1. Ghoose AMI 2.Chooselnstance Type 3. Cenfigure Instance 4. Add Storage 5.Tag Instance 6. Configure Security Group 7. Review

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance,
or edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more

about storage options in Amazon EC2.

Type (i) Device (i)  Snapshot (i Size (GiB) (i)  Volume Type (i) IOPS (i) Delete on Termination (i) Encrypted (i)
Root /dev/sdal snap-acbcb25d 2 | General Purpese (SSD) | 6/3000 (] Not Encrypted
| EBS s | Jjdevjsdb : | &b | Magnetic s N/A & (]

Add New Volume

Q Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more about free usage tier eligibility

and usage restrictions.

Figure 12

Step 3.5 — Instance Tags

Justin L Wireman ~

It is valuable to create tags to quickly reference instance items in your AWS deployment. I have tagged a few

items below as an example.

Services ~
1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage

Step 5: Tag Instance

5. Tag Instance 6. Configure Security Group

Justin L Wireman ~

7. Review

Oregon ~

Help ~

A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver. Learn more about tagging your Amazon EC2

resources.

Key (127 characters maximum)
Name
Public IP

Private IP

Create Tag (Up to 10 tags maximum)

Figure 13 - Instance Tags

FORTIGATE AWS SE DEPLOYM ENT GUIDE - AUGUST 2014
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Step 3.6 — Security groups

Amazon by default has your VPC behind a basic firewall. Since we are going to be utilizing the FortiGate, 1
have created a Permit All security group and applied it to this instance.

Services v Justin L Wireman v  Oregon v  Help v

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5.Tag Instance 6. Configure Security Group 7. Review

Step 6: Configure Security Group

A sacurity group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you
want to set up a web server and allow Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security
group or select from an existing one below. Learn more about Amazon EC2 security groups.

Assign a security group: (=)Create a new security group
(")Select an existing security group

Security group name: [Permitall |
Description: ‘Th\s security group was generated by AWS Marketplace and is based on recommended semngl
Type (i) Protocol (i) Port Range (i) Source (i)
| Al traffic ™ All 0 - 65535 | Anywhere : | 0.0.0.0/0 <]

Add Rule

A Warning

Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access from known IP addresses
only.

Figure 14 - Security Groups

Step 3.7 — Key Pair and Launch Instance

e Choose proceed without a keypair and use the default FortiGate username / password.

e C(lick Launch Instance to begin the provisioning.

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
1o obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Leam more
about removing existing key pairs from a public AMI .

Proceed without a key pair ]

@1 acknowledge that | will not be able to connect to this instance uniess | aready know the
password buit into this AMI.

e ([T

Figure 15
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Network Configuration

Step 4 — Configure AWS network settings

In this section you will be locating items such as the Network interface ENI on the
EC2 dashboard and making IP and routing updates on the VPC dashboard.

Step 4.1 - Associate a public “elastic” IP to the FG-VM public interface

e On the EC2 Dashboard under the Network interface menu.
o Locate the public interface ENI.
= Sce step 4.3 figure 18 for a screenshot of this menu.
e On the VPC Dashboard under the Elastic IPs menu.
o If the Public IP is associated with a default instance you will need to disassociate the Public
IP before you can proceed.
o Use the ENI of the public FortiGate interface as the object to associate the public IP.

Associate Address

Associate this IP address with an instance or a network interface.

A with [Nelwurk Interface 3] i
Network Interface i
Private IP address | 10.0.0.5 | i

cac

Figure 16
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Step 4.2 — Confirm the assigned Public address
e Take note of the public IP address and DNS assigned. You will use these items in later steps.

Services - Justin L Wireman ~ Oregon ~  Help ~
EG2 Dashbeard Allocate New Address Associate Address ~ Disassociate Address ~
4 L& - 9
Events
Tags Filter: All addresses v Q X 1to 1 of 1 Addresses
Reports
Limits @  Address « Instance = Private IP Address ~ Scope ~  Public DNS
| INSTANGES B  54.20077.52 i-64fbB4GF (FortiGate-VM) 10.0.0.5 vpe-dadfb7of €c2-54-200-77-52.u
Instances
Spot Requests

Reserved Instances

= IMAGES
AMis
Bundle Tasks

ELASTIC BLOCK STORE
Volumes
Snapshots

NETWORK & SECURITY

Security Groups

Elastic IPs

Placement Groups

Load Balancers

Key Pairs Address: 54.200.77.52 _ NN

Network Interfaces
Public IP  54.200.77.52 Network interface ID  eni-3e4f165b

AUTO SCALING Instance  i-641b846f (FortiGate-VM) Private IP address  10.0.0.5
Launch Configurations Scope vpc Network interface owner 138006460020

Auto Scaling Groups Public DNS  B02-54-200-77-52.lis-West- Allocation ID  eipalloc-e2db3187
2.compute.amazonaws.com

Figure 17
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Step 4.3 — Setting up the default route for the private network.

e On the EC2 Dashboard under the Network interface menu.

o Locate the network interface ID (ENI-) of the private network and Copy the ID.
e Change dashboards back to the VPC>Route Tables
o Hdit the default route (for the private subnet) to point to the FortiGate private network

O

T}
EC2 Dashboard
Events

Tags

Reports

Limits

INSTANCES
Instances

Spot Requests
Reserved Instances

IMAGES
AMis
Bundle Tasks

ELASTIC BLOCK STORE
Volumes
Snapshots

NETWORK & SECURITY
Security Groups
Elastic IPs
Placement Groups
Load Balancers

Key Pairs

Network Interfaces

Figure 18

[T
VPC Dashboard
Filter by VPC:

| Nene

Virtual Private
Cloud

Your VPCs
Subnets

Route Tables
Internet Gateways
DHCP Options Sets
Elastic IPs

Peering Connections

Security
Network ACLs

Security Groups

Figure 19

Services v

interface ID.
Demonstrated in figures 19-20

Services v

Create Network Interface Detach Actions v
Filter: All VPC network interfaces v Q X
Name ¥ ~ Network interfa~ Subnet ID ~ VPCID Zone
eni-96752cf3 subnet-43ad7926  vpc-OedGbetb us-west-2a
eni-00752c65 subnet-43ad7926  vpc-OedBbebb us-west-2a
@ Private FG Interface eni-91752cf4 subnet-40ad7925  vpec-OedBbebb us-west-2a
Network Interface: eni-81752cf4
. [~ SR VDR UEE  Delete Route Table
= Q X
Name + Route Table ID ~ Associated With
rtb-4601c523 1 Subnet
[ ] rtb-4701c522 0 Subnets
rtb-4701c622
Summary Routes Subnet Associations Route Propagation Tags

Destination Target Status Propagated

10.0.0.0/16 | local Active  No

0.0.0.0/0 eni-00752c65 / i-96d6a89d  Active No

FORTIGATE AWS SE DEPLOYM ENT GUIDE - AUGUST 2014
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Justin L Wireman v

Security groups -

Oregon v  Help v~

o & 0

1 to 3 of 3 Network Interfaces

Description ~ Ing

PermitALL Primary netwo... i-6
default i-9
PermitALL i-6
N =N
Justin L Wireman v  Oregon v  Help ~
o # 0

No

Yes

1to 2 of 2 Route Tables

- VPC

vpc-OedBbebb (11
vpc-DedBbebb (11



rtb-4701¢c522

Summary Routes Subnet Associations Route Propagation Tags
Destination Target Status Propagated Remove
10.0.0.0/16 local Active No
0.0.0.0/0 leni-91752cf4| | | Active | No X

eni-91752cf4 | Private FG Interface x
No results

Add another route

Figure 20

e Associate the private subnet to the private routing entry you have been editing in the previous steps.

rtb-4701c522
Summary Routes Subnet Associations Route Propagation Tags
Associate Subnet CIDR Current Route Table

] subnet-43ad7926 (10.0.0.0/24) | Public subnet | 10.0.0.0/24 rtb-4601c523

W subnet-40ad7925 (10.0.1.0/24) | Private subnet = 10.0.1.0/24  Main

Figure 21
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Step 4.4 — Disable Source / Destination check on the Private FG interface.

e On the EC2 Dashboard under the Network interface menu.
o Right click and select Change Source/Dest Check
o Select Disable and Save

EC2 Dashboard ) Create Network Interface Detach Actions v

Events

Tags Filter: All VPC network interfaces v Q Search Network Interfaces X K

Reports

Limits Name ¥ - Network interfe~ | Subnet ID - | VPCID ~  Zone ~  Security groups -
(=] INSTANCES Public subnet eni-b7b094d2 subnet-c16eb9a4  vpc-663ecd (3 us-west-2a PermitALL

Instances pob094d0 subnet-c66eb9a3  vpc-663ecd3 us-west-2a PermitALL

Spot Requests cb69219 subnet-c16eb%4  vpc-663ecd03 us-west-2a default

Detach

Reserved Instances

[=] IMAGES Manage Private IP Ac
AMIs
Bundle Tasks

[=) ELASTIC BLOCK STORE
Volumes
Snapshots Add/Edit Tags

[=] NETWORK & SECURITY
Security Groups
Elastic IPs
Placement Groups

Load Balancers
Key Pairs
| Network Interfaces

Change Source/Dest. Check X

Network Interface eni-b5b094d0

Sourceldest. check ) Enabled
@® Disabled

Cancel
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Step 4.5 - Navigate to EC2 dash to review the Instance state

e  Once confirming that the instance has finished provisioning and powering up check the following

items.

o Public IP/DNS assigned

o Confirm the correct security group is assigned.

Services v

EC2 Dashboard
Events

Tags

Reports

Limits

INSTANCES
Instances

Spot Requests
Reserved Instances

IMAGES
AMis
Bundle Tasks

ELASTIC BLOGK STORE
Volumes
Snapshots

NETWORK & SECURITY
Security Groups
Elastic IPs
Placement Groups
Load Balancers

Key Pairs

Network Interfaces

AUTO SCALING
Launch Configurations
Auto Scaling Groups

Filter: All instances v

@ Name 7 - | D

All instance types v

@ ForiGate VM i-64fbBA4GE

Instance: | i-64fb846f (FortiGate-VM)

Description Status Checks

Instance ID

Instance state
Instance type
Private DNS

Private IPs
Secondary private IPs
VPC ID

Subnet ID

Network interfaces

Source/dest. check

- Type ~

m3.medium

Elastic IP: 54.200.77.52

Monitoring Tags
i-64ibB46f

running

m3.medium
ip-10-0-0-5.us-west-
2.compute.internal
10.0.0.5

vpe-dadfb7bf

subnet-81a571ed

eth0
eth1

True
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Q, i-64fbB46f

Availability Zone ~

us-west-2a

Justin L Wireman ~  Oregon ~  Help ~
L - I ]
X 1 to 1 of 1 Instances
Instance State -~ Status Checks =~ Alarm Status Public DNS
& running z Initializing None Y& ec254-2004
| — Jm|

Public DNS

Public IP
Elastic IP
Availability zone

Security groups
Scheduled events
AMI ID

Platform
IAM role

Key pair name
Owner

ec2-54-200-77-52.us-west-
2.compute.amazonaws. com
54.200.77.52
54.200.77.52

us-west-2a

PermitAll. view rules
Mo scheduled events

FortiGate-VMB4-AWS build0252
AMI-e593614a-0d69-479f-919¢-
d5e158bd4d12-ami-5bdB88032.2
(ami-f8026dcE)

138006460020
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Step 4.6 - Access the Virtual FortiGate
e  Opena HTTPS session to the public IP or DNS entry provided and login with the default username

/ password.

e Upload license file for BYOL. (See figure 22)

e The FortiGate will reboot after license install.

8 00 VPC Management Console * | Zlfinstall FortiGate-VM Licen ' £IZFortinet Service & Support *

€ - C M (Xhttps://54.200.77.52/index
2% Apps EPopular E:]Personal EFoninet

Install FortiGate-VM License File

License File: | Cpoose File | FGVM000000024667.lic

OK | Cancel

Figure 22

Step 4.7 — SSH to the FortiGate
e SSH to the device using the DNS hostname

e Issue the following commands to test access
o Ping 8.8.8.8 to test connectivity
o Execute update-now
o Execute formatlogdisk and reboot (Option step if you need disk logging)

FortiGate-VM64-AWS# Execute ping 8.8.8.8
FortiGate-VM64-AWS# Execute update-now
FortiGate-VM64-AWS# Execute formatlogdisk
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Step 5.0-Setup aTest VM

In this step we will setup a test windows VM on the private network and configure it to use the FortiGate for

all access in and out of the private network. In this example we are going to setup remote access to the test
VM as well.

Step 5.1 — Provision a new AMI

For this example we are using Windows Server 2012. Note that any OS version could be used for testing /

demonstration purposes.

Services v Justin L Wireman ~  Oregon ~  Help ~
1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 1: Choose an Amazon Machine Image (AMI) Cancel and Bxit

Community AMIs Rocot device type: ebs Virtualization type: hwvm

Red Hat Enterprise Linux 7.0 (HVM) - ami-77d7a747

4
!

[JFree tier only (7)

Red Hat Red Hat Enterprise Linux version 7.0 (HVM), EBS-backed ad-bit
-bi
Freo fier sighbie Root device type: ebs Virtualization type: hwm
- | SuSE Linux Enterprise Server 11 sp3 (HVM), SSD Volume Type - ami-7fd3ae4f
SUSE Linux SuSE Linux Enterprise Server 11 Service Pack 3 (HVM), EBS General Purpase {SSD0) Volume Type. Nvidia driver
Er L0 installs automatically during startup for GPU instances. 64-bit
Root device type: ebs Virtualization type: hwvm
® Ubuntu Server 14.04 LTS (HVM), SSD Volume Type - ami-e7b8c0d7
Ubuntu Ubuntu Server 14.04 LTS (HVM), EBS General Purpose (SSD) Velume Type. Support available from Canonical
[l (hito:/fwww.ubuntu.com/cloud/services). 64-bit
Root device type: ebs Virtualization type: hwm
= Microsoft Windows Server 2012 R2 Base - ami-57e29c67

4
!

Windows Microsoft Windows 2012 R2 Standard edition with 84-bit architecture. [English]

64-bit
Froo Ser elghia Root device type: ebs Virtualization type: hvm
o Microsoft Windows Server 2012 R2 with SQL Server Express - ami-5be59b6b
Windows Microsoft Windows Server 2012 R2 Standard edition, 64-bit architecture, Microsoft SQL Server 2014 Express e4-bit
-bi

Er L cdition. [English]

Root device type: ebs Virtualization type: hwm

Fignre 23

FORTIGATE AWS SE DEPLOYM ENT GUIDE - AUGUST 2014 24



Step 5.2 — Select a VM Instance type

The default is the free tier general purpose type. This instance type is fine for basic testing.

Services v Justin L Wireman ~  Oregon v  Help v

1. Choose AMI 2. Choose Instance Type 3. Gonfigure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 2: Choose an Instance Type

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations
of CPU, memory, storage, and networking capacity, and give you the flexibility to choose the appropriate mix of resources for your applications. Learn more about instance types and
how they can meet your computing needs.

Filter by:  All instance types Current generation v  Show/Hide Columns

Currently selected: t2.micro (Variable ECUs, 1 vCPUs, 2.5 GHz, Intel Xeon Family, 1 GiB memory, EBS only)

Family - Type - wePUs (D - Memory(GiB) - " s:;fage B E:i:::f:'ifff' i Pf’;f’rmam
[ ] General purpose 1 1 EBS only - Low to Moderate
t2.small 1 2 EBS only . Low to Moderate
t2.medium 2 4 EBS only - Low to Moderate
General purpose m3.medium 1 3.75 1x4(SSD) - Moderate
m3.large 2 75 1x 32 (88D) - Moderate
m3.xlarge 4 15 2 x 40 (S8D) Yes High
m3.2xlarge 8 30 2 x 80 (SSD) Yes High
c3.large 2 3.75 2x16 (S8D) - Moderate
c3.xlarge 4 75 2 x 40 (8SD) Yes Moderate
c3.2xlarge 8 15 2 x BO (8SD) Yes High
Comnute ootimized r3 dvlarne 1R an 2 ¥ 1AN (8SM Yas Hinh

Cancel Previous |

Next: Configure Instance Details

Figure 24
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Step 5.3 — Choose Instance settings

e Itis important to select the private subnet to place this VM behind the FortiGate.

e [ have also chosen to assign the IP address of 10.0.1.25. I have done this so I can setup port
forwarding on the FortiGate while this VM is provisioned.

ii Services v Justin L Wireman +  Oregon v Help ~
1. Choose AMI 2.Choose Instance Type 3. Configure Instance 4. Add Storage 5.Tag Instance 6. Configure Security Group 7. Review

Step 3: Conﬁgure Instance Defails

Number ot Instances  (j)

Purchasing option | | ) ] Request Spot Instances
Network (i) | vpc-daafb7bf (10.0.0.0/16) | FortivPC +] € Create new VPC
Subnet i ) | subnet-86a571e3({10.0.1.0/24) | Private subnet | us-west-i + | Create new subnet

250 IP Addresses available

Auto-assign PublicIP () | Use subnet setting (Disable)

IAM role (i) [ Nene

Shutdown behavior | Stop n

Enable termination protection [ Protect against accidental termination

Monitoring (i) ] Enable CloudWatch detailed monitoring
Additional charges apply.

Tenancy | | ) | Shared tenancy {multi-tenant hardware) 3
Additional charges will apply for dedicated tenancy.

~ Network interfaces
Device Network Interface Subnet Primary IP Secondary IP addresses

eth0 | New network interface 3 | | subnet-86a571e3 = 10.0.1.25 Add IP

Add Device

» Advanced Details

Cancel Previous Next: Add Storage

Figure 25
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Step 5.4 — VM Storage settings

Adjust the default storage setting as appropriate for our virtual machine. If you are deploying this machine for

basic testing the default should suffice.

T Services v Justin L Wireman ~

2. Choose Instance Type 3. Configure Instance 4, Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumes to your instance,
or edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn more
about storage options in Amazon EC2.

Delete on
- - - Size (GIB - - Encrypted
Type (i) Device (i) Snapshot (i) 0 (GIB) Volume Type (i’ IOPS (i) Termination a _.ND
= ( ! ) =
Root /dev/sdal snap-435fe5b7 [ General Purpose (55D) | 90/3000 & Not Encrypted

Add New Volume

and usage restrictions.

Figure 26

Step 5.5 — Assign any tags needed to the VM Instance

This is an optional step.

Step 5.6 — VM Security Group Settings

Assign the same “Permit All” security group you created during the step 3.6.

ii Services - Justin L Wireman ~  Oregon v  Help ~

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 6: Configure Security Group

A security group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you
want to set up a web server and allow Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security
group or select from an existing one below. Learn more about Amazon EC2 security groups.

Assign a security group: ()Create a new security group

(=)Select an existing security group

Security Group ID Name Description Actions
sg-6361eb06 default default VPC security group Copy to new
B sg-4dBS%ed2d PermitAll This security group was generated by AWS M... Copy to new

' A Warning

Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting security group rules to allow access from known IP addresses
only.

Figure 27

FORTIGATE AWS SE DEPLOYM ENT GUIDE - AUGUST 2014 27



Step 5.7 — Review Instance Settings and Launch Instance

Services ~ Justin L Wireman ~ Oregon ~  Help ~

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process.

Your instance configuration is not eligible for the free usage tier X

To launch an instance that's eligible for the free usage tier, check your AMI selection, instance type, configuration options, or storage devices. Learn more about free
usage tier eligibility and usage restrictions.

Improve your instance's security. Your security group, PermitAll, is open to the world.

Your instance may be accessible from any IP address. We recommend that you update your security group rules to allow access from known IP addresses only.
You can also open additional ports in your security group to facilitate access to the application or service you're running, e.g., HTTP (80) for web servers. Edit security
groups

v AMI Details Edit AMI

I Microsoft Windows Server 2012 R2 Base - ami-57e29c67
Free tiar Microseft Windows 2012 R2 Standard edition with 64-bit architecture. [English]
aligible Root Device Type: ebs  Virtualization type: hvm

~ Instance Type Edit instance type
Instance Type ECUs vCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available Network Performance
t2.micro Variable 1 1 EBS only - Low to Moderate

~ Security Groups Edit security groups
Security Name Description

sg-4d69ed28 PermitAll This security group was generated by AWS Marketplace and is based on recommended settings for FortiGate-VM version v5.0.5 provided by Fortine

Cancel Previous m

Al ealartad camwibu Aarmune inhaond milae

Figure 28
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Step 5.8 — Create key pair

If you already have a key pair you can use an existing one. If not choose to create a new key pair and
download it. You will need this file to login to the VM.

Important - If you lose the key pair, you cannot connect to your Amazon EC2 instances.

For more information on Key Pairs see the Appendix

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI.

[ Create a new key pair

Key pair name
Ijustin key01|

Download Key Pair

You have to download the private key file (*.pem file) before you can continue.
Storeitina and ible | ion. You will not be able to download the
file again after it's created.

cae

Figure 29 - Key Pair
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Step 6.0 — FortiGate Configuration

While the Windows VM is being provisioned you can finish the FortiGate configuration.

Step 6.1 - Update FortiGate Password

Update the FortiGate password as there are many bots that attempt to log in to newly provisioned devices on
AWS subnets.

% G 7

(] Other Bookmar

S:RTINET

806 ,'. EC2 Management Console * .'\:' 5.5 Fortinet Service & Support '.‘: = FortiGate - FortiGate-VMt * New Tab X .'\._

€& — C i [xbhips://ec2-54-200-77-52.us-west-2.compute.amazonaws.com/index

=2 apps [ Popular  [] Personal [ Fortinet

&

Wizard

O»

Logout

FortiGate VM64-AWS )

Help

&-© Dpashboard + System Information £ X

+ System Resources

. Host Name ec2-54-200-77-52 [Change]
= Top Sources Serial Number FGVM000000024667
= Top Destinations Operation Mode NAT [Change]
HA Stat Standal Confi
= Top Applications us ndalone [Configure]
. System Time Thu Aug 7 13:01:18 2014 (FortiGuard) [Change]
- = Traffic History
Firmware Version v5.0,build4348 (GA) [Update] [Details]
= Threat History . . .
= System Configuration [Backup] [Restore] [Revisions] CPU Usage 0% Memeory Usage 10%
- [
ju Network Current Administrator admin [Change Password] /1 in Total [Details] Ale
-u Interfaces 3% Reboot (@) Shutdown
Uptime 0 day(s) 0 hour(s) 7 min(s)
- = DNS Virtual Domain Disabled [Enable] .
= + Fea' b
=5 Config ures £ X
= HA + License Information £ O X Basic Features
= SNMP .
VM Licenss Advanced Routing m
- " Replacement Messages Registration Status Valid [Update] (] IPvE OFF
= FortiGuard CPUs Detected 1/1 f— —_—
" FortiSandbox Support Contract WAN Opt. & Cache OFE.
- Advanced Registration Registered (Login: Q .
jwireman@fortinet.com) [Login WiFi Controller m
- ® Messaging Servers Now]
Security Features Preset | NGFW + ATP 3
" Features Firmware B x 5 support (Expires: 2015- o
_j..lm Admin 08-10) AntiVirus [ on
= Administrators Enhanced Support g; ;jU;uppcr‘t (Expires: 2015- 9 Application Contral o«
~* Admin Profiles FortiGuard Services bLe 2
" " Settings Next Generation Firewall Email Filter DFF
t{25] Certificates 1PS & Application Control Licensed (Expires 2015-08-10) (] Endpoint Contral [ on J
£ (=] Monitor ATP Services Explicit Proxy OFF
Router AntiVirus Licensed (Expires 2015-08-10) (] Intrusion Protection [ on
Policy Web Filtering Licensed (Expires 2015-08-09) [ Vulnerability Scan LFF
- ‘Web Filter
A Other Services
Firewall Objects
Vulnerability Scan Licensed (Expires 2015-08-10) (] Apply
rity Profil
faauEtyalisoRilas Email Filtering Licensed (Expires 2015-08-09) o

Figure 30
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Step 6.2 — Confirm network settings

Set the port2 interface IP address settings (private subnet)

& - C M (xhips://ec2-54-200-77-52.us-west-2.compute.amazonaws.com/index e %ﬁ? =
T Apps E Popular E Personal ﬁ Fortinet ﬁ Other Bookmarks
FortiGate VM64-AWS Q| & =:RTINET

Help Wizard Logout

. FortiGate VME4-AWS 13 5
=@ Dashboard [
- ® Status [ ]

2 4 6

Top Sources

i~ * Top Destinations RGN AT
| T TR DT amineune st e s
= Traffic History portl {outside) Physical 10.0.0.5 255.255.255.0 PING, HTTPS, S5H, FMG-Access © 1000Mbps/Full Dug

port2 (inside) Physical 10.0.1.5 255.255.255.0 PING, HTTPS, SSH © 1000Mbps/Full Dug

La Threat History

[+]
[+]
i Physical 0.0.0.0 0.0.0.0
=8 Network port3 e S ©
H rtd Physical 0.0.0.0 0.0.0.0
rt5 Physical 0.0.0.0 0.0.0.0 [+] [+]
“= DNS B
= porté Physical 0.0.0.0 0.0.0.0 [+] Q
== Config
I_a port? Physical 0.0.0.0 0.0.0.0 o [s]
-k i
Admin mesh.root (&-SSID: fortinet.mesh.root) WiFi 0.0.0.0 0.0.0.0 [+]
E Certificates
£ @ Monitor

Step 6.3 — Setup basic policies

For this example we are going to create the following policies. (Samples below)

e NAT & allow outbound access

o (Optional) You can apply any additional policies if you want to demonstrate features such as
Web-filtering, DLP, etc.

e Port forwarding port 3389 to the Windows server

e Any required logging for troubleshooting

config firewall policy
edit 1

set srcintf "port2"
set dstintf "portil"
set srcaddr "all"
set dstaddr "all"
set action accept
set schedule "always"
set service "ALL"
set utm-status enable
set logtraffic all
set av-profile "default"
set ips-sensor "default"
set profile-protocol-options "default"
set nat enable

next
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edit 2
set srcintf "portl"
set dstintf "port2"
set srcaddr "all"
set dstaddr "Windows-RDP"
set action accept
set schedule "always"
set service "ALL"
set utm-status enable
set logtraffic all
set av-profile "AV-flow"
set ips-sensor "default"
set profile-protocol-options
next

end

config firewall vip

edit "Windows-RDP"
set extintf "portl"
set portforward enable
set mappedip 10.0.1.25
set extport 3389
set mappedport 3389

next

end

"default"
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Step 7 - Testing

Step 7.1 — Launch a RDP session to test

% Remote Desktop Connection |l & \@

| Remote Desktop
“>¢) Connection

Computer: v,

Username: None specified

You will be asked for credentials when you connect.

¥ Options [ Connect J[ Help

F:=RTINET

Figure 31

Step 7.2 — Retrieve your VM’s password

On the EC2 Dashboard, Right click your test VM instance and select Get Windows Password

ﬁ Services +~  Edit ~
EC2 Dashboard [ET NS E S connect | Actions v
Events
Tags Filter: All instances v  All instance types v Q
Reports
Limits Name B Instance ID +~ Instance Type Availability Zone
— i-680d4d53 m1_small us-west-2a
Instances Fortigate-\i i-e90f4fa2 m3.medium us-west-2a
Spot Requests j Instance Management us-west-Za
Reserved Instances Launch More Like This
= Add/Edit Tags
Alls :
Bundle Tasks Erziz ETe
= Change Termination Protection
Volumes View/Change User Data
Snapshots Change Shutdown Behavior

nd 2 d

Get System Log

Security Groups
Elastic IPs Networking

Change Security Groups
Attach Network Interface

Placement Groups

Load Balancers
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Instance State

@ running

@ running
& running

Status Checks

@ 2/2 checks...

@ 2/2 checks...

& 2/2 checks...
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e  You will be asked for the key pair you created to decypt the administrotr password.

Retrieve Default Windows Administrator Password X

To access this instance remotely (e.g. Remote Desktop Connection), you will need your Windows Administrator
password. A default password was created when the instance was launched and is available encrypted in the

system log.

To decrypt your password, you will need your key pair for this instance. Browse to your key pair, or copy and
paste the contents of your private key file into the text area below, then click Decrypt Password.

The following Key Pair was associated with this instance when it was created.
Key Name  justinkey01
In order to retrieve your password you will need to specify the path of this Key Pair on your local machine:

Key Pair Path Choose File | Mo file chosen

Or you can copy and paste the contents of the Key Pair below:

Ul Decrypt Password

Fignre 33

Retrieve Default Windows Administrator Password

V Password Decryption Successful
The password for instance i-fa195911 (Windows2012-Test01) was successiully decrypted.

A Password change recommended

We recommend that you change your default password. Note: If a default password is changed, it
cannot be retrieved through this tool. It's important that you change your password to one that
you will remember.

You can connect remaotely using this information:
Private IP 100125

User name Administrator

Password kinac,=K@ws
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Step 7.3 — Test Outbound access

For testing purposes 1 have attempted to download a file from ecicar.org to show that the FortiGate is inline

for outbound traffic. See Figures 34-35.

8 ec2-54-213-40-99.us-west-2.compute.amazonaws.com - Remote Desktop Connection

» | [if§ High Security &lertl %\

& Getting Started

|« C'  [3 wwweicar.org/download/eicar.com

High Security Alert!!

infected with the wirus "EICAR_TEST_FILE"
URL = www.gicar.org/downloadfeicar.com

File quarantined as

You are not permitted to download the file "eicar.com" because itis

Figure 34

http M fortinet comiven=EICAR TEST FILE

<« C' i (X beps//ec2-54-213-40-99.us-west-2.compute.amazonaws.com/index
5 Apps () Popular [ Personal [ Fortinet

FortiGate VM64-AWS

QO |0

Logout

Help | Wizard

(3 Other bookm

=RTINET

T

Event Log

Log Caonfig
&30 Monitor

Figure 35

System P Refresh @ Download Raw Log Log location: D
| (5 oote/Tme] ource |~ Device] _+ pestimation |~ hoplcaion Name | — Sccurty Acton ] —Sent/ Roceived ] npplcation betaits | —theeat —]
S 1 15:24:18 10.0.1.25 188.40.238.250 Unknown 2286/132B
olicy
2 15:24:18 10.0.1.25 188.40.238.250 Unknown 228B/132B
sl iGhieste 3 15:24:18 10.0.1.25 188.40.238.250 Unknown 1.60 KB/ 683 B
Security Profiles 4 15:24:18 10.0.1.25 188.40.238.250 unknown 1.59 KB /652 B
VPN 5 15:24:18 10.0.1.25 188.40.238.250 Unknown 1.58 KB/ 6626
- 6 15:24:18 10.0.1.25 188.40.238.250 Unknown 2.29 KB/ 1.00 KB
User & Device
7 15:24:18 10.0.1.25 188.40.238.250 Unknown 9205/409B
Controller 8 15:24:18 10.0.1.25 188.40.238.250 Unknewn 2.46 KB / 1.01 KB
Loa & Report T T [Guriran @ Lore/amee | acwrero
; 10 15:24:07 10.0.1.25 B= 173.194.33.41 HTTP.BROWSER 630B/773B
-89 Traffic Log _
11 15:23:49 10.0.1.25 B5 173.194.33.103 Unknown 655E6/8556
flForward Traffic _
® Local Traffic (] [4]{2 /1 2]l [ Total: 50 ]

Application Details

Destination

Security Event

Sent / Received

Tran Display

Virus

188.40.238.250

Dst Interface portl
Duration 19
Hostname vav.gicar.org
Log ID 13

Protocal 6

Received Packets 11

virus

2.31 KB/ 2.23 KB

Sequence Number 343

Source 10.0.1.25

Src Interface port2

Src NAT Port 45241

Status close

Threat EICAR_TEST_FILE

snat

EICAR_TEST_FILE
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Date/Time
Destination Country
Dst Port

File Name
Level

Policy ID
Received
Security Action
Sent

Sent Packets
Service

Source Country
Src NAT IP

Src Port

Sub Type
Timestamp
Virtual Domain

Virus ID

15:24:07 (1408029847)

Germany
80

sicar.com

notica

i

2280

X}

2977

11

HTTE

Reserved

10.0.0.5

45241

forward

8/14/2014 3:24:07 FM
root

2172
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Appendix

Regions and Availability Zones

Region and Availability Zone Concepts

Each region is completely independent. Each Availability Zone is isolated, but the Availability Zones in a
region are connected through low-latency links. The following diagram illustrates the relationship between

regions and Availability Zones.

¢ Y
Amazon Web Services
' ™ i ™
Y Yy
Region Availability Region Availability
Zone / Zone
g ) i ™
Availability Availability Availability Availability
Zone Zone Zone Zone
h A b .
. S . S
. vy

You can list the Availability Zones that are available to your account. For more information, see Describing
Your Regions and Availability Zones. When you launch an instance, you can select an Availability Zone or let
us choose one for you. If you distribute your instances across multiple Availability Zones and one instance

fails, you can design your application so that an instance in another Availability Zone can handle requests.

Amazon EC2 resources are either global, tied to a region, or tied to an Availability Zone. For more

information, see AWS documentation for the complete article.
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Amazon EC2 Key Pairs

Amazon EC2 uses public—key cryptography to encrypt and decrypt login information. Public—key
cryptography uses a public key to encrypt a piece of data, such as a password, then the recipient uses the
private key to decrypt the data. The public and private keys are known as a key pair.

To log in to your instance, you must create a key pair, specify the name of the key pair when you launch the
instance, and provide the private key when you connect to the instance. Linux/Unix instances have no
password, and you use a key pair to log in using SSH. With Windows instances, you use a key pair to obtain

the administrator password and then log in using RDP.
Creating a Key Pair

You can use Amazon EC2 to create your key pair. For more information, see Creating Your Key Pair Using

Amazon EC2. Alternatively, you could use a third-party tool and then import the public key to Amazon EC2.

For more information, see Importing Your Own Key Pair to Amazon EC2.

Each key pair requires a name. Be sure to choose a name that is easy to remember. Amazon EC2 associates
the public key with the name that you specify as the key name. Amazon EC2 stores the public key only, and
you store the private key. Anyone who possesses your private key can decrypt your login information, so it's

important that you store your private keys in a secure place.

The keys that Amazon EC2 uses are 1024-bit SSH-2 RSA keys. You can have up to five thousand key

pairs per region.
Launching and Connectingto Your Instance

When you launch an instance, you should specify the name of the key pair you plan to use to connect to the
instance. If you don't specify the name of an existing key pair when you launch an instance, you won't be able
to connect to the instance. When you connect to the instance, you must specify the private key that
corresponds to the key pair you specified when you launched the instance. Amazon EC2 doesn't keep a copy
of your private key; therefore, if youlose your private key, there is no way to recover it. If you lose the private
key for an instance store-backed instance, you can't access the instance; you should terminate the instance and
launch another instance using a new key pair. If you lose the private key for an EBS-backed instance, you can
regain access to your instance. For more information, see Connecting to Your Instance if You Lose Your

Private Key.
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Detailed VPC Diagram

Instamee Imstance Imstanee Imstance
Security Group Security Group Security Group
F Y [y [y
Y L4 »
Subnet Subnet
10.0.0.0/24 10.0.1.0/24
ry I
kA L 4
Metwork ACL Metwork ACL
Routing Table Routing Table
Router
VPC

10.0.0.0/16
s % I~ )

Virtual Private Gateway Internet Gateway

Figure 36

Additional info and links

http://aws.amazon.com/documentation/vpc

http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide /VPC Introduction.html
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